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The Provable Security Public Key Cryptosystem
Based on 8-th Order LFSR Sequence

WANG Ze-hui
( Department of Scientific Computation and Computer Applications, Sun Yat-sen University,
Guangzhou 510275, China)

Abstract; Aiming for the efficient encryption/decryption and digital signature in the resource restricted environ-
ments, a solution for reducing public and private key spaces and amount of data transmitted over network is investi-
gated with the help of number theory and algebraic theory. A novel public key cryptosystem based on 8-th order LF-
SR called 8LFSR sequence on GF (p) is given. Over the 8LFSR, two protocols are presented: provable IND-
CCA2 security encryption protocol and provable security digital signature protocol.  The key generation is much sim-
ple and faster than that of ECC, the private key compression ratio is up to 8 which is better than XTR’s 3, and
show that the 8LFSR can be more effectively used for security requirements in cryptographic protocols in many ca-

Ses.

Key words: public key cryptosystem; resource restricted environments; LFSR; IND-CCA2 security; digital signa- .

ture; quick algorithm
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